
Some of the FY12 AT/FP projects completed: 

 Main Gate Bollard Project 

 Main Gate Anti-Reverse Entry Device 

 Commercial Gate Speed Reduction 

 Ballistic Vests for SF 

 Installation Security Cameras and Upgrades 

 Intrusion Detection System Upgrades 

 All Terrain Vehicles for SF 

 SF Mobile Armory 

 Drop-Arm Barrier for Bldg 141 Service Drive 

 

  

       In that past year, our Antiterrorism section 
and Security Forces have worked very hard to 
secure additional funding for AT/FP projects to 
help secure the installation and keep us safe.  
Thanks to our leadership, CES, FM, SFS, and the 
Contracting Office, we have been able to exe-
cute a large number of projects during fiscal 
year 2012.  

    Thank you to all for your cooperation and 
understanding during some of the construction 
and improvements.  All of these projects were 
designed to better secure the personnel and 
property on this installation, so that we are able 
to accomplish our wing’s mission without inter-
ruption. 

     Although FY12 was a successful year, the AT 
office will be working just as hard this fiscal 
year to secure the necessary resources for 
future projects. 

Antiterrorism/Force Protection Projects 

AF Eagle Eyes Program—”WATCH. REPORT. PROTECT” 

 Antiterrorism program 
implemented by the AF as a 
result of the 9/11 terrorist 
attack 

 Program enlists the help of 
base personnel, family 
members, contractors, and 
civilian communities sur-
rounding a base to remain 
vigilant and keep their eyes 
and ears open for any 

suspicious activities 

 Precursor events often 
occur prior to a terror 
attack and are observable 

 Every Airman is a Sensor 
and should immediately 
report any suspicious 
activity to the Security 
Forces’ ECC at 341-6301 

 

Always keep an “Eagle Eye” out 
for these suspicious behaviors: 
 Surveillance 
 Elicitation 
 Tests of Security 
 Acquiring Supplies 
 Suspicious Persons out of 

Place 
 Dry Run or Practice Run 
 Deploying Assets (Last 

Event Before the Act Oc-
curs) 
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    The recent active shooter 
incidents at the Clackama Town 
Center Mall in Oregon and the 
Connecticut school are good 
reminders to remain vigilant and 
security-minded at all times.  
Most view the holidays as a time 
to relax with family and friends 
and don’t give much thought to 
incidents such as these. 

    Whether you are in a shopping 
mall, a convenient store, school, 
movie theater, or at work on the 
base, it is important to always 
place security as a priority for 

both you and your family.  We 
obviously can’t be with our loved 
ones at all times—make sure you 
take the time to teach them ways 
to make themselves a “hard 
target”.   

What does the term “hard tar-
get” mean?  It simply means 
making or giving yourself the 
appearance as someone that 
may not be the easiest or least-
risky person to attack.  You want 
an attacker or thief to pick 
someone else.  Although it may 
sound cold, reality shows that 

anyone who has made a con-
scious decision to commit a 
crime will do so and you simply 
have to make yourself a harder 
target than someone else to 
keep from becoming their victim. 

   Bottom line—stay safe and 
secure this holiday season and 
do what you can to take care of 
both you and your family.  Al-
ways remain alert in public 
places, be aware of your sur-
roundings/escape routes, and 
make you and your family 
“hard targets”!  

Stay Alert—Don’t Be a Victim 

Happy Holidays from the 130th Airlift Wing’s Antiterrorism Office! 

 Avoid shopping alone 

 Any purchases/gifts/bags 
left in your vehicle should 
be locked in the trunk and 
kept out of sight 

 Don’t be afraid to ask a 
security guard in a mall/
store to escort you out if 
late at night 

 Have your keys in your 
hand before you leave the 
store 

 Your body language is 
important—make yourself a 
“hard target” 

 Look into both the front and 
back seats of your car 
before you enter 

 Lock doors to vehicle once 
inside 

 Lock doors to your home 

once inside 

 Be aware of your sur-
roundings as you use an 
ATM 

 Be responsible with alcohol 
consumption and maintain 
situational awareness 

 Keep your cell phone on 
you 

 Have a plan—discuss what 
you and your family mem-
bers would do in several 
different situations and 
where you would go 

 STAY ALERT and Report 
Suspicious Activity to po-
lice or security personnel!!! 

 

The following are some holiday 
security tips for you and your 
family to use whether you are 
traveling, shopping, or going to a 
movie: 

 Be mindful of giving away 
clues if you are away from 
home in regard to Christ-
mas lights, tree lights in 
windows, etc (consider 
placing lights on timers) 

 Avoid dimly-lit parking 
areas while shopping and 
travelling and park close to 
the front doors of stores 

 Now that the warm weather 
season has passed—
ensure your windows have 
been re-secured 

 Pay attention to exits and 
possible escape routes 
when shopping or travelling 
in public places 
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Hol iday Security Tips 

Lessons from Recent Attacks—Oregon and Connecticut 



There is nothing new about the 
principles of OPSEC or Opera-
tions Security.  In fact, we can 
trace OPSEC practices back to 
the colonial days and the Revolu-
tionary War.  General George 
Washington was a known OPSEC 
practitioner. 

   The goal of an OPSEC pro-
gram is to deny potential adver-
saries information about capa-
bilities and/or intentions by 
identifying, controlling and pro-
tecting generally unclassified 
information pertaining to the 
planning and execution of sensi-
tive activities… 

 

Who are the adversaries? 

 Terrorist Groups 

 Criminals 

 Foreign Governments 

 Hackers 

 Corporations 

 Disgruntled or dishonest 
employees 

What is critical information? 

 Simply put, it is what the 
adversary needs to know 
about our operations or 
programs to change the 
outcome to their advantage 

Examples of critical information 
to protect and safe-guard: 

 Unit mission info 

 Unit capabilities 

 Deploying units/personnel 

 Deployment locations 

 Deployment dates 

 Future Ops/Missions 

 Personal Information 

 

When it comes to OPSEC—
think before you speak, type, 
or write—if not, you could be 
placing lives in danger! 

which tells potential adversaries the house is  
unoccupied)? 

 Limit info about an upcoming deployment 

 Avoid newspapers on the lawn and full mail-
boxes while away 

 Ensure some lights on at night while away 

 Shred all documents with personal and/or 
financial information before discarding 

When we come to work, we often talk or hear about 
OPSEC.  How often do you think about practicing 
OPSEC in your personal life?  Most of us practice 
some sort of OPSEC on a daily basis in our per-
sonal lives, but you can always do more to protect 
your information from potential adversaries. Take 
the time to teach your family about the importance 
of OPSEC in your personal lives.  

 Be responsible about the information you 
post on Social Media sites (ever seen some-
one post online about being on vacation, 
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Practice OPSEC in YOUR Personal Life  

What is OPSEC? 

“Even minutiae should have a place in our collection, for 
things of a seemingly trifling nature, when enjoined with 
others of a more serious cast, may lead to valuable 
conclusions.” 

     George Washington 1776 
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